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ABSTRACT
Not Safe for Work (NSFW) image classifiers play a critical role in safeguarding
text-to-image (T2I) systems. However, a concerning phenomenon has emerged
in T2I systems – changes in text prompts that manipulate benign image el-
ements can result in failed detection by NSFW classifiers – dubbed “context
shifts.” For instance, while a NSFW image of a nude person in an empty scene
can be easily blocked by most NSFW classifiers, a stealthier one that depicts
a nude person blending in a group of dressed people may evade detection. How
to systematically reveal NSFW image classifiers’ failure against context shifts?
Towards this end, we present an automated red-teaming framework that leverages
a set of generative AI tools. We propose an exploration-exploitation approach:
First, in the exploration stage, we synthesize a diverse and massive 36K NSFW
image dataset that facilitates our study of context shifts. We find that varying frac-
tions (e.g., 4.1% to 36% nude and sexual content) of the dataset are misclassified
by NSFW image classifiers like GPT-4o and Gemini. Second, in the exploita-
tion stage, we leverage these failure cases to train a specialized LLM that rewrites
unseen seed prompts into more evasive versions, increasing the likelihood of de-
tection evasion by up to 6 times. Alarmingly, we show these failures translate
to real-world T2I(V) systems, including DALL-E 3, Sora, Gemini, and Grok,
beyond the open-weight image generators used in our red-teaming pipeline. For
example, querying DALL-E 3 and Imagen 3 with prompts rewritten by our ap-
proach increases the chance of obtaining NSFW images from 0 to over 44%.

“A nude person blending in a group of dressed people”“A nude person in an empty scene”

Context Shift

Figure 1: Context shifts of benign visual elements can lead to NSFW image classifier failure.

1 INTRODUCTION

NSFW image classifiers (e.g., Q16 (Schramowski et al., 2022), LlavaGuard (Helff et al., 2024),
NudeNet (Praneeth, 2024)) help safeguard numerous real-world scenarios – e.g., social media mod-
eration and image dataset audit. They become even more crucial as safeguards of text-to-image (T2I)
generation systems; otherwise, T2I systems may be misused to produce massive NSFW content.

However, the red-teaming efforts for these classifiers have lagged behind their increasingly critical
role. Our work focuses on a concerning phenomenon – context shifts of benign elements within a
NSFW image can deceive these classifiers (Rando et al., 2022). Fig 1 shows an example: while a
NSFW image of “a nude person in an empty scene” can be easily detected by most NSFW classifiers,
a variation depicting “a nude person blending in a group of dressed people” sometimes escapes
detection. To our knowledge, this phenomenon has not been systematically studied.

Overlooking the impact of such context shifts (defined in §3) on these NSFW image classifiers may
lead to a false sense of security. This issue is particularly concerning in T2I systems – users may
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lifting weights next to a robot trainer, …a nude person in gym

with a crowd of people watching, …a nude person in gym

lifting weights beside a snoozing dragon, …a nude person in gym

…

…
Diverse NSFW Prompt Dataset

Diverse NSFW Image Dataset
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Figure 2: [Exploration] Synthesizing NSFW image datasets that capture diverse visual elements.
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Figure 3: [Exploitation] Leveraging the explored failure cases, we train a specialized LLM to
rewrite prompts into more evasive versions.

submit arbitrary image prompts (text descriptions) to generate images with any visual elements. If
the NSFW image classifier safeguarding the T2I system is not robust against context shifts, massive
NSFW content may be produced, accidentally or adversarially.

This work presents a systematic and automated red-teaming framework to discover failure modes
of NSFW image classifiers against the aforementioned context shifts. Specifically, we propose
an exploration-exploitation approach that employs large language models (LLMs) to edit image
prompts and induce context shifts in the text space, and a (T2I) image generator to synthesize cor-
responding NSFW images that reflect these shifts in the visual space.

Exploration Stage. First, we synthesize a NSFW image dataset (§4.1) encompassing diverse el-
ements, as illustrated in Fig 2. Particularly, to induce context shifts, we leverage a LLM to extend
short unsafe seed prompts with various benign elements. With the enriched prompts as inputs to an
image generator, we obtain a massive 36K NSFW image dataset (for both nude and violent con-
tent). Examining several state-of-the-art NSFW image classifiers on this dataset, we found notable
portions (e.g. 7 � 36% nude and sexual content) of images being misclassified as “Safe.”
Exploitation Stage. We then leverage these failure cases to train a specialized LLM (§4.2) that
rewrites unseen seed prompts into more detailed and evasive versions. As shown in Fig 3, we first
utilize a MLLM to caption the misclassified images in our dataset. Next, we fine-tune a LLM with
these captions as outputs, paired with their corresponding seed prompts as inputs. As a result, this
rewriter LLM learns to mix in deceptive benign elements, leading to the generation of NSFW images
up to 6x more likely to evade detection.

When NSFW image classifiers are deployed in real-world T2I systems, e.g., DALL-E 3 (OpenAI,
2023) and Imagen 3 (Google, 2024), oversight of these failure modes can bring up realistic safety
and security risks. Alarmingly, our study reveals that the safeguard classifiers behind these systems
are not robust enough against context shifts, and the safeguarded T2I systems can be jailbroken
accidentally or intentionally. According to our experiments, adversarial prompts rewritten by our
fine-tuned LLM can elicit nude and sexual images with 44% to 53% success rates from DALL-E 3
and Imagen 3. Similar issues are observed in other commercial T2I systems (e.g., Grok 2) and even
text-to-video (T2V) systems like Sora (OpenAI, 2024b).

We hope that our red-teaming insights can motivate the development of robust NSFW classifiers
against context shifts. We present our initial exploration in §5.5 – with an adapted Llama-3.2-Vision
model as NSFW image classifier, we demonstrate that fine-tuning on misclassified NSFW images
identified by our methods effectively reduces its failure cases against context shifts.

Our contributions can be summarized as follows:
• We propose the first systematic and automated framework to red-team NSFW image clas-

sifiers against context shifts and reveal their failure modes.
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• We synthesize a 36K NSFW image dataset that captures diverse context shifts, as an explo-
ration step.

• We demonstrate how these failure modes can be exploited to intentionally evade NSFW
image detection by developing a specialized LLM-based prompt rewriter.

• We uncover jailbreak risks in different T2I(V) systems, as their safeguards may be vulner-
able to context shifts.

• We show training on misclassi�ed NSFW images discovered by our red-teaming pipeline
could be an effective �x.

2 RELATED WORK

In this section, we brie�y review related work, deferring a full discussion to Appendix B.

2.1 NSFW IMAGE CLASSIFIERS

Implementations of NSFW classi�ers can be grouped into: 1) supervised vision models using
CNNs (Kim, 2022), ViTs (Falcons.ai, 2023), or object detectors (Praneeth, 2024); 2) zero-shot meth-
ods leveraging vision-language encoders like CLIP (Radford et al., 2021; Schramowski et al., 2022;
LAION, 2023); and 3) multi-modal LLMs (MLLMs) (e.g., GPT-4o (OpenAI, 2024a), Llava (Liu
et al., 2023b)) that enable broader safety classi�cation (Rizwan et al., 2024; Helff et al., 2024; Qu
et al., 2024), and specialized safety models (Helff et al., 2024; Qu et al., 2024) �netuned from them.

Nevertheless, how to systematically evaluate the performance and robustness of NSFW classi�cation
classi�ers remains a challenging research problem. While recent works (Qu et al., 2024; Helff et al.,
2024) have proposed several image safety benchmark datasets, they do not explicitly consider the
aforementioned contextual shifts. Overlooking the impact of context variations on these classi�ers
obscures their potential failure modes and heightens safety risks – particularly when they are serving
as critical safeguards for T2I systems.

2.2 TEXT-TO-IMAGE SYSTEM SAFETY

NSFW image classi�ers serve as a prevalent safeguard (Birhane & Prabhu, 2021; CompVis, 2022;
Schramowski et al., 2022; Kim, 2022; Falcons.ai, 2023; LAION, 2023; Helff et al., 2024; Qu et al.,
2024; Praneeth, 2024) to block unsafe output in T2I systems,e.g., DALL-E 3 and Imagen 3. Other
T2I safety methods involve NSFW text classi�ers that block unsafe requests (input) (George, 2020;
Li, 2022; Liu et al., 2023a; Bouzidi, 2024), or improving the inherent safety of T2I generator mod-
els (Das et al., 2024; Liu et al., 2024; Li et al., 2024) to disable them from generating NSFW images.

Attacks against safeguarded T2I systems have also been studied (Pham et al., 2023; Tsai et al., 2023;
Yang et al., 2024a;c; Ma et al., 2024; Peng et al., 2024; Dong et al., 2024; Huang et al., 2024).Our
work makes different contributions than existing T2I attacks. First, current attacks target entire
T2I systems that carry multiple safety components, which does not help comprehensively understand
the potential failure modes of NSFW image classi�ers as we do. Only after realizing these failure
modes can people reliably deploy the NSFW image classi�ers in real-world applications like T2I
system safeguards. Second, they do not consider state-of-the-art NSFW image classi�ers (e.g.,
GPT-4o) as a safety �lter in the victim T2I system. (Rather, they oftentimes rely on such advanced
models as oracles to evaluate their attack.) Third, current attacks predominantly focus on how to
bypass T2I safeguardswithout incurring signi�cant change of visual elements. Our work, however,
actively explores how to bypass NSFW classi�erswith context shifts of benign image elements.

More related to our work, Rando et al. (2022) �rst reveal that Stable Diffusion safety �lter (i.e., a
NSFW image classi�er) is susceptible toprompt dilution, a (manual) strategy that adds extra benign
details to a prompt –e.g., instead of the prompt “A photo of a naked man”, they �nd the more
detailed prompt “A photo of a billboard above a street showing a naked man in an explicit pose” can
generate unsafe images that bypass the �lter. Inspired by them, we seek toautomatically red-team
NSFW image classi�ers against this phenomenon, which we de�ne ascontext shifts(§3).

2.3 ADVERSARIAL EXAMPLES OF IMAGE CLASSIFIERS

It is well established that image classi�ers are vulnerable to adversarial manipulation (Szegedy,
2013; Goodfellow et al., 2014; Madry et al., 2018), often via imperceptible pixel-level perturbations
or adversarial patches (Kurakin et al., 2018; Andriushchenko et al., 2020), and recent work has
evaluated NSFW classi�ers under such attacks (Qu et al., 2024).
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Beyond pixel-level attacks, semantical adversarial attacks (Hosseini & Poovendran, 2018; Chen
et al., 2024) modify images in meaningful ways. While our problem of interest – context shift – can
be seen as a subclass of image semantic modi�cation, it remains largely unstudied in prior work.
Existing methods typically focus on localized alterations (e.g., adding sunglasses to faces) or simple
transformations (e.g., color adjustments), making them unsuitable to address the broader challenge
we study, which involves complex, non-localized shifts in contextual visual elements.

3 PROBLEM FORMULATION

Denote the image space asSI . Conceptually, a NSFW imagêI 2 SI can be considered as a disjoint
combination of some coreunsafevisual elementsU 2 SU � SI (e.g., “a nude person in gym”) plus
benign(safe) visual elementsB 2 SB � SI (e.g., “various equipment in the background”),i.e.,
Î = U [ B . A NSFW image classi�er can be formulated as a binary functionf : SI ! f 0; 1g
that decides whether a given imageI is safe (0) or not (1). Ideally, the classi�cation is based on the
presence of any unsafe elementsU in the image,i.e., f (I ) = _8U2 SU I (U � I ).

Our work aims to extensively evaluate and reveal failure modes of existing NSFW image classi�ers
f at detecting NSFW imageŝI . Particularly, we actively take into consideration the impact of
context shift– where the unsafe elementsU remain �xed but the benign elementsB vary in different
ways. Formally, this goal can be described as:

8 U; FindB

s:t: f (Î ) = f (U [ B ) = 0
(1)

To ensure our methodologies universally apply to not only open models but also proprietary models
(e.g. GPT-4o), we conduct our study underblack-boxassumptions. That is, we can only query the
models with images and obtain the decisions (“Safe” or “Unsafe”), with no knowledge of model
weights, gradient information, or output logits.

When the NSFW image classi�er is deployed as a safeguard for T2I systems, the red-teaming goal
above will be escalated to a real-worldsecurityrisk (§5.3). Speci�cally, a malicious user aims to
obtain a NSFW image from the system (jailbreak) about certain unsafe elementsU they have in
mind, while allowing any potential choices of benign elementsB. Following Eq 1, the user seeks
to craft an adversarial NSFW prompt describingU andB, such that the generated NSFW image
Î = U [ B can bypass the posthoc NSFW image classi�er (i.e. f (Î ) = 0 ).

4 RED-TEAMING METHODOLOGY

In this section, we introduce our automated red-teaming framework to reveal failure modes of NSFW
image classi�ers against context shifts (§3). This framework consists of anexploration(§4.1) stage
that probes the classi�ers to induce failures, as well as anexploitationstage (§4.2), leveraging these
failure modes to cause more misclassi�cations. Our methods are automated via the use of various
generative AI tools,e.g., T2I generators for image synthesis and LLMs for prompt modi�cation.

4.1 EXPLORATION: SYNTHESIZING A NSFW DATASET

In the exploration stage, we aim to ef�ciently generate abroad-spectrumNSFW image dataset to
explore the broad and coarse decision boundaries of NSFW classi�ers within the image spaceSI .
In particular, this dataset shall account for context shifts, represented by various benign elementsB,
regarding different unsafe elementsU.

Collecting this dataset from the real world can be extremely costly and ethically challenging. In con-
trast, generative AI tools provide an ef�cient and effective alternative for synthesizing such a dataset.
Particularly, we utilize animage generatorto generate large volumes of high-�delity NSFW images,
and aLLM to enforce diverse context shifts. Fig 2 illustrates the overall work�ow to synthesize our
NSFW image dataset, comprising three steps:

Step 1: Collect diverse seed prompts. First, we collect an initial set ofN seed prompts (tU )
that describe diverse unsafe elementsU. They are structured in a straightforward format:Person
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(Action) Location – e.g. “a nude person in a gym” and “a nude couple watching a meteor
shower.” Following this structure, we manually compose a few seed prompts. Then, we use them
as few-shot prompts to LLMs to synthesize more diverse seed prompts. Refer to Appendix C.1 for
details and a full list of the seed prompts.

Step 2: Induce context shifts using a LLM. To ensure our dataset can re�ect context shifts of
benign elements – the core issue we investigate – we further augment these unsafe seed prompts.
Speci�cally, we extend each seed prompt ink different ways, by few-shot prompting (with diverse
templates) a LLM to randomly “add more content and details to the image generation prompt.” In
each extension, we randomly append different numbers of additional clauses (e.g. “with a crowd of
people watching”) to the seed prompt. These extensions (tB ) introduce additional descriptions of
various benign visual elementsB, thereby purposely inducing the context shifts we formulated in
§3. In Table 2, we show this random extension strategy effectively yields approximately 2 to 7 times
more misclassi�ed NSFW images than simply using diverse seed prompts.

Step 3: Generate multiple varied images per prompt. The augmented prompts (tU andtU � tB ),
totalingN � (k + 1) , are then used as inputs to an image generator. For each prompt, we generate
M distinct NSFW images (̂I = U [ B [ � i , i 2 f 1; : : : ; M g), to capture potential variations (� i )
introduced by the image generator's inherent randomness. To ensure the generated images more
faithfully depict the intended NSFW elementsU, we append aNSFW suf�xto each prompt before
generation (see Appendix C.1). In total, we obtain a dataset (D ) of N � (k + 1) � M NSFW images
that comprise of miscellaneous visual elements.

Our methodology is inherently general and can be seamlessly applied to any NSFW category (or
even to more broadly de�ned safety policies). Without loss of generality, we focus on two promi-
nent types of NSFW content:nude & sexualcontent andviolent & gorycontent. Maximizing the
utility of our computational resource, we curate our dataset withN = 180, k = 9 , andM = 10.
Consequently, our NSFW image dataset comprises2 � N � (k + 1) � M = 36K images, spanning the
two categories of NSFW content.

Examining several NSFW image classi�ers (both open- and close-weight) on this dataset, we suc-
cessfully identi�ed notable amounts of failure cases – for example,7 � 36%nude and sexual images
are incorrectly labeled as “Safe”.

4.2 EXPLOITATION : LEARNING FROM FAILURE CASES

The aforementioned exploration step reveals that when context shifts happen, current NSFW image
classi�ers can fail. Meanwhile, from an adversarial perspective, a more critical question is:Can
these failure modes be intentionally exploited? E.g., if we know “a nude person blending in a group
of dressed people” leads to failure, what about “a nude biker blending in a group of dressed bikers?”

Our study answers this af�rmatively. In the exploitation stage, the second fold of our methodology,
we leverage the previously revealed failure cases to train aspecialized LLM, which can rewrite any
unseen prompts into more detailed and evasive versions (as shown in Fig 3). Speci�cally:

Step 1: Caption misclassi�ed images with a MLLM. To better understand these failure cases,
we �rst query a MLLM to “describe every detail” (i.e. captioning) in the misclassi�ed images. The
resulting captionsc(Î ) contain textual descriptions of �ne-grained visual details (ashighlighted in
Fig 3) –e.g., positions of people, locations of objects, andimage styles– which were absent in the
coarse NSFW prompts we originally used to synthesize these images. Intuitively, these semantic-
rich captions can better account for when the NSFW classi�ers are more likely to fail.
Step 2: Fine-tune a LLM into a specialized rewriter. With the captions as training data, we can
employ a LLM to learn from the failure cases. The goal is to adapt the LLM toemulatethe (benign)
visual detailsB described in the captions andapply them analogously on unseenU. Detailedly,
we �ne-tune a LLM using these captions as outputs, and the corresponding initial seed prompts as
inputs. Parametrizing the LLM asr � , the training goal can be formulated as:

� � = arg max
�

E
Î � D j f ( Î )=0

h
r �

�
c(Î )jtU (Î )

� i
(2)

In other words, we aim to teach the LLM how to map a short unsafe seed prompttU (Î ) to its
adversarial counterpartc(Î ) – i.e. captions of the misclassi�ed imageŝI 2 D .
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Figure 4: Qualitative examples generated by our learning-based method, which are deemed “Safe”
by NudeNet. Nudity is redacted with black rectangles manually. (Top: seed prompts;Middle:
misclassi�ed NSFW images;Bottom: rewritten prompts used to generate them)

Step 3: Apply rewritten prompts by the �ne-tuned LLM to generate evasive images. At test
time, this �ne-tuned LLM (r � � ) can serve as arewriter that transforms any unseen unsafe seed
promptstU into a more detailed and evasive versiont̂ = r � � (tU ). In Fig 3, we showcase several
qualitative examples, where we sampled three different rewritings of an input seed prompt “a nude
man standing on a mountain top.” As shown, the LLM learns to mix in various benign elements
while preserving the original unsafe elements. With the rewritten prompts as inputs to the image
generator, we found the generated images indeed more evasive –e.g., all three example images in
Fig 3 are misclassi�ed by GPT-4o. Quantitatively, compared to the random extension strategy we
applied in §4.1, the images are misclassi�ed with up to 5.9x higher likelihood. More examples are
shown in Fig 4. For implementation of our methodology, refer to Appendix C.2.

5 EXPERIMENTS

5.1 EXPERIMENTAL SETUP

NSFW Image Classi�ers. In our experiments, we examine the robustness of �ve state-of-the-art
NSFW image classi�ers for detectingnude and sexualcontent, as well asviolent and gorycontent.
First, we considerLlavaGuard(Helff et al., 2024), a general-purpose MLLM-based NSFW classi�er
that decides whether an input image complies with a given set of safety rules. LlavaGuard is capable
of detecting images of both aforementioned NSFW categories, and we adopt its 13B version in our
experiments. We also red-team two proprietary MLLMs,GPT-4o(OpenAI, 2024a) andGemini(-
2.0-Flash)(Comanici et al., 2025), directly as NSFW image classi�ers in a similar manner – using
a part of the LlavaGuard safety rules verbatim as the user prompt. Additionally, we study two
classi�ers specialized for each of these two types of NSFW content:NudeNet(Praneeth, 2024), a
nudity detection model, where we consider an image unsafe whenever buttocks, anus, genitals, or
female breasts are detected;Q16(Schramowski et al., 2022), a binary classi�er to check whether an
input image is inappropriate (in our case, violence and gore). Refer to Appendix D.1 for details.
While our work primarily examines the failure modes of these classi�ers when they incorrectly
label unsafe images as safe (i.e. false negatives), we have also con�rmed that they are not overly
conservative – they rarely misclassify safe images as unsafe (see Appendix E.1).

Exploration. For each NSFW category, we synthesize a18K NSFW image dataset. During dataset
curation, we chooseGPT-4oas the LLM to extend seed prompts, and adoptStable Diffusion XL
(SDXL) (Podell et al., 2024), a strong and uncensored diffusion model, as the image generator.

Exploitation. To caption the misclassi�ed NSFW images in our dataset, we adoptGPT-4oas the
MLLM. Then, for each red-teamed NSFW classi�er, we �ne-tune aGPT-3.5-turbo-0125(hyper-
parameters by default of OpenAI platform) as the rewriter LLM using these captions. We test the
effectiveness of exploitation methods on another20reserved (unseen) seed prompts. We use them as
inputs to the �ne-tuned LLM and sample10rewritten prompts (per seed prompt) at a temperature of
1:0. For each rewritten prompt, we sample10 images, yielding2K NSFW images per classi�er and
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NSFW category. While SDXL serves as our primary image generator, we also assess transferability
by testing the rewritten prompts on FLUX.1 Dev (Black Forest Labs, 2024a), another advanced T2I
model with distinct aesthetic choices. Refer to Appendix C for detailed con�gurations.
We compare thislearning-basedprompt rewriting strategy with two baselines: 1) directly generat-
ing images from the20NSFW seed prompts (dubbed “plain”); 2) �rst augmenting the seed prompts
using the same random prompt extension strategy (dubbed “random extension”) in §4.1, then gener-
ating NSFW images from the200augmented prompts. Similarly, we sample10 images per prompt.

Metric. In all our experiments, we report themisclassi�cation rateof each red-teamed NSFW
image classi�er. As our dataset and prompts are designed to be NSFW, this is on par with the
percentage of images classi�ed as “Safe.” In Appendix E.2, we manually sample and verify that in
all scenarios, most images are indeedNSFWandon-topicwith the intents of the seed prompts.

5.2 MAIN RESULTS

Table 1: Misclassi�cation rates of different
classi�ers on our NSFW image datasets.

Classi�er Nude & Sexual Violent & Gory

NudeNet 28.1% n
Q16 n 26.8%
LlavaGuard 36.2% 66.6%
GPT-4o 7.2% 14.5%
Gemini 4.1% 19.8%

We demonstrate our major results here. Speci�cally,
Table 1 shows our exploration results where we ex-
amine the �ve classi�ers on our NSFW image dataset
(§4.1), across two NSFW content types. Meanwhile, in
Table 2, we report the exploitation results, comparing
our learning-basedrewriting strategy (§4.2) withran-
dom extensionand simply usingplain seed prompts.

Our NSFW image datasets reveal notable failure
modes that vary across classi�ers and NSFW categories.For instance, in Table 1, Llava-
Guard incorrectly labels 36.2% nude & sexual images, as well as 66.6% violent & gory images
as “Safe”. The other two open-weight models, NudeNet and Q16, also fail to recognize27 � 28%
NSFW images in our diverse datasets. While proprietary models, GPT-4o and Gemini, demonstrate
signi�cantly better robustness,4% to 20% NSFW images are still misclassi�ed. Moreover, we
found general-purpose classi�ers (LlavaGuard, GPT-4o, and Gemini, which can detect both types of
NSFW content), misclassify violent & gory content more often than nude & sexual content. Overall,
Gemini detects the most nude & sexual content, whereas GPT-4o stands out on violent & gory cases.

Table 2: Comparison of different prompt rewriting strategies to induce misclassi�ed NSFW images.
(a) Nude and sexual content.

Image Generator Classi�er Plain Random Extension Learning-Based

SDXL
(primary)

NudeNet 18.5% 31.5% 45.6%
LlavaGuard 16.5% 34.0% 56.4%
GPT-4o 2.0% 7.0% 32.1%
Gemini 2.5% 4.1% 24.1%

FLUX.1 Dev
(transfer)

NudeNet 3.5% 27.8% 34.7%
LlavaGuard 14.0% 47.2% 67.1%
GPT-4o 2.5% 20.5% 38.0%
Gemini 0.5% 9.8% 19.0%

(b) Violent and gory content.
Image Generator Classi�er Plain Random Extension Learning-Based

SDXL
(primary)

Q16 14.5% 29.5% 53.5%
LlavaGuard 39.5% 68.8% 84.9%
GPT-4o 2.5% 14.8% 40.1%
Gemini 6.5% 26.7% 41.1%

FLUX.1 Dev
(transfer)

Q16 54.5% 68.4% 73.4%
LlavaGuard 44.0% 77.3% 81.9%
GPT-4o 8.5% 47.9% 63.6%
Gemini 24.5% 63.9% 64.0%

Augmenting seed prompts via random extension effectively induces higher misclassi�cation
rates. In the exploration stage, we employedrandom extensionas a key strategy to induce context
shifts by augmenting seed prompts. As examined in Table 2, this approach reveals additional failure
modes notably. Speci�cally,random extensionincreases misclassi�cation rates by nearly2 to 7
times compared to barely usingplain seed prompts – rates rise from2:5 � 39:5%to 4:1 � 68:8%.

Our learning-based method ampli�es failures by generating even more evasive NSFW images.
As shown in Table 2, ourlearning-basedexploitation strategy consistently achieves the highest
misclassi�cation rates. For instance, on nude & sexual images generated by SDXL, prompts rewrit-
ten by our �ne-tuned LLMs can magnify GPT-4o's and Gemini's misclassi�cation rates by 4.7×
(7:0% ! 32:1%) and 5.9× (4:1% ! 24:1%), respectively, compared torandom extension. In other
cases tested with SDXL, our primary image generator, our method induces32% � 85%misclassi-
�cation, outperformingrandom extensionby a margin of14%� 25%.
While the LLM rewriters are trained over captions of images solely generated by SDXL, we show
that the rewritten prompts also work effectively with FLUX.1 Dev. As shown in the lower part of
Table 2, ourlearning-basedmethod still induces the highest misclassi�cation rates. While the rela-
tive advantage of ourlearning-basedmethod overrandom extensionis reduced under FLUX.1 Dev
(only up to1:9x more effective), possibly caused by natural differences in how different generators
render visual elements – yet the effectiveness trend remains consistent. Thetransferability suggests
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